Creacio i restauracio d’'imatges de Clonezilla en
una memoria USB executable

En aquest tutorial aprendrem:

a) Com fer un memoria USB executable per a Clonezilla.
b) Com guardar la imatge d’un ordinador a la memoria USB.
c) Com restaurar la imatge des de la memoria USB a un ordinador.

Programari necessati:

v Clonezilla (versié zip).

v Una instal‘lacié de GNU/Linux per a la creacié del pen executable.
Per al tutorial es fara servir Xubuntu (el podeu descarregar aqui'), perqué és molt lleuger.

Nota
Al seleccionar la versio de Clonezilla que descarregareu, teniu en compte que:
La versi6 "alternative stable" ofereix compatibilitat amb més dispositius.

La versio per a arquitectures i386 funcionara en tots els equips, mentre que amd64
només funcionara en equips de 64 bits.

Hardware necessari:

v Una memoria USB amb 32GB o més de capacitat. Es recomana fer servir una de 64GB.

1 http://xubuntu.org/getxubuntu/
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Configuracio de la memoria USB executable de Clonezilla

Aquesta part del tutorial es realitzara des d’una maquina amb Linux, concretament des d’un
terminal. A Xubuntu pots obrir un emulador de terminal amb la combinacio de tecles Win + T.

Configuracio de la memoria USB executable

1. Per a configurar la memoria USB necessitarem els paquets «parted», «dofstools»,
«unzip»i«1libc6-1386». Els podem instal-lar amb la segiient comanda:

$ sudo apt install parted dosfstools unzip 1libc6-i386

Nota

sudo apt ... esunacomanda, que s’ha d’escriure al terminal, i prémer Enter per a
executar-la.

El dolar «$» es el prompt, no s’ha d’escriure com a part de la comanda.

2. Executem la comanda 1sblk:

$ 1lsblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sda 8:0 0 16G 0 disk
':sdal 8:1 @ 15.3G 0 part /
sda2  8:2 %] 1K 0 part
Lsda5 8:5 @ 714M © part [SWAP]
sroe 11:0 1 1624M © rom

Aquesta comanda ens mostra un llistat dels dispositius de bloc (memories USB, discs durs,
CD/DVD, etc.) presents a 1’ordinador.

3. Ara inserim la memoria USB, esperem uns 5 segons i executem un altre cop la comanda
1sblk:

$ 1sblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

sda 8:0 %] 16G © disk
I-sda1 8:1 @ 15.3G @ part /
I:sdaz 8:2 0 1K 0 part

sda5 8:5 @ 714M @ part [SWAP]
sdb 8:16 © 64G 0 disk
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3.

lLsdb1 8:18 © 64G 0 part
sre 11:0 1 1024M © rom

Veurem que apareix un dispositiu nou, que sera la memoria USB.

Els dispositius de bloc (USB, HDD, SSD, CD, etc.) es representen com a fitxers especials a
Linux, que apareixen al directori /dev.

En aquest cas, la nostra memoria USB es troba a /dev/sdb (/dev/sdbl és una particio).
Recorda substituir totes les mencions de /dev/sdb en aquest tutorial per la ruta adient al teu

Cas.

Un cop sabem quin és el dispositiu, crearem les particions necessaries amb parted:

* Una partici6 primaria de 512 MiB (per a Clonezilla).
* Una particié primaria que ocupi la resta del memoria USB (per guardar les imatges).

$ sudo parted -s mklabel msdos /dev/sdb
$ sudo parted -s mkpart primary 1mib 512mib /dev/sdb
$ sudo parted -s mkpart primary 513mib 100% /dev/sdb

Després, haurem de crear els sistemes de fitxer, ambdues particions han de ser FAT32.

$ sudo mkfs.fat -F 32 -n CLONEZILLA /dev/sdbil
$ sudo mkfs.fat -F 32 -n IMATGES /dev/sdb2

El parametre -n especifica I’etiqueta de la particio, encara que no és necessari posar-li una
etiqueta a les particions, es recomanable, ja que a 1’hora de executar el Clonezilla ens
facilitara saber quina és cada particio.

Un cop hem creat els sistemes de fitxer a les particions, muntem la partici6 del Clonezilla
(/dev/sdbl) a /mnt (un directori de Linux per a muntar particions temporalment), i

descomprimim el fitxer ZIP de Clonezilla que hem descarregat.

$ sudo mount /dev/sdbl /mnt
$ sudo unzip $clonezilla -d /mnt

S’ha de substituir $clonezilla per la ruta al fitxer de Clonezilla descarregat, com per
exemple: ~/Descarregues/clonezilla-live-20161121-yakkety-amd64.zip (la tilde ~ es
substitueix automaticament per la carpeta $HOME de 1’usuari, /home/nom_usuari ).

Després de descomprimir-lo, executem la segilient comanda per a fer que la memoria USB
sigui executable:

$ sudo /mnt/utils/linux/makeboot.sh -b /dev/sdbil
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7. Finalment ens assegurem que el sistema operatiu hagi escrit les dades a la memoria USB
(amb sync) i desmuntem la memoria USB de forma segura.

$ sudo sync
$ sudo umount /mnt
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Crear i guardar la imatge al memoria USB

Iniciem I’ordinador amb la memoria USB (amb les BIOS o amb la tecla Boot Manager, que sol ser
F12).

Si apareix una errada de Secure Boot, a la BIOS hi haura la opcié Boot Mode o similar, canvia-la de

UEFI ". Si hi ha una opci6 de , segurament s'haura de desactivar primer

per poder canviar el mode d’arrancada.

Ha"

Legacy

Recorda deixar les opcions com estaven al finalitzar la clonacio6.

1. A la primera pantalla del Clonezilla, seleccionem 1’opcié per defecte (Clonezilla Live) i
premem Enter.

clopezilla. oy, clopezilla,

Clonezilla live (Defaunlt setti
Dther wodes of Clonezilla
Local operating systewm

2. Ala segiient pantalla, seleccionem I’idioma de la interficie que preferim.
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3. A continuacid, seleccionem 1’opcid per defecte, "Don’t touch the keymap".

i Configuring console-data
The keymap records the lavyout of sumbols on the kewboard.

'Select keymap from arch list': select one of the predefined keumaps
specific for your architecture (recommended for non-USB keyboards);
'Don 't touch keumap': don't overwrite the keumap in setcrsconsole,
which is maintained manually with install-keuymapi(d);

'Keep kernel keymap': prevent any keymap from being loaded next time
the system boots;

'Select keumap from full list': list all the predefined keumaps.
Recommended when using cross-architecture (often USB) keyhoards.

Policy for handling keumaps:
Select keumap from arch list
Won 't touch keumap

kKeep kernel keumap
Select keymap from full list

<Cancel>

4. Després seleccionem 1’opci6 per defecte, "Start Clonezilla".

| Start Clonezilla

Start Clonezilla or enter login shell (command line)?
Select mode:

Start_Clonezilla Start Clonezilla
Enter_shell Enter command line prompt

<0k <Cancelx

5. També seleccionem 1’opcié per defecte, "device-image".

| Clonezilla - Opensource Clone System (OCS) |

#Clonezilla is free (GPL) software, and comes with ABSOLUTELY NO WARRAMTY:*

AAAHInt D From now on, if multiple choices are available, you have to press space key to mark
your selection. An asterisk () will be shown when the selection is donesss

Two modes are avallable, you can

(1) clonesrestore a disk or partition using an image

{2) disk to disk or partition to partition clonefrestore.

Select mode:

device-image work with di  partitions using images
device-device work directly from a disk or partition to a disk or partition

<0k» <Cancelx
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6. A lasegiient pantalla, seleccionem "local_dev".

| Mount Clonezilla image directory |

Before cloning, you have to assign where the Clonezilla image will be sawved to or read from. He
will mount that device or remote resources as shomespartimag. The Clonezilla image will be saved

to or read from Shomespartimag.
Select mode:

local _dew Uze local device (E.g.: hard drive, USE drive)
ssh_serwver Use 5SH server

samba_server Use SAMBA serwer (Metwork Neighborhood serwver)
nfs_serwver Use MNFS server

webday_server Use_HehDAY_server

s3_server Use_AWS_S3_server

swift_server Use_0OpensStack_swift_server
enter_shell Enter command line prompt. Do it manually
skip Use existing shomespartimag (Readonly dewice. E.g. CDJ

<0k> <Cancel>

7. Apareix un missatge indicant que si volem fer servir un altre dispositiu extern I’inserim ara i
esperem 5 segons, com que la memoria USB que farem servir ja esta inserida, simplement
premem Enter.

shomedpart imag.

8. Ara ens apareixera una interficie on es mostren tots els dispositius que hi han a la maquina,
de nou, simplement premem Enter.

: Tue Jan 10 10

9. Al segiient menu podrem seleccionar a quina particié volem fer servir com a repositori per a
les imatges. Hem de seleccionar la segona particié que vam crear a la memoria USB (Si li
vas posar etiqueta, ara apareixera 1’etiqueta al nom, i sera més facil saber quina particié
seleccionar). En aquest cas, seleccionem "sda2" i premem Enter.
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IllllllllllIIIlIIIIlIqIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIFIIIIIIIIIIIIIIIIIIIIII

| Clonezilla - Opensource Clone System (OCS) | Mode: |
Now we need to mount a device as shomespartimag (Clonezilla imagels) repository) so that we can
read or save the image in shomespartimag.

SAANOTES A4 You should MOT mount the partition you want to backup as shomespartimag

The partition name 1s the device name in GHUsLinux. The first partition in the first disk is
"hda1" or "sdal', the 2nd partition in the first disk iz "hda2'" or "sda2', the first partition
in the second disk is "hdbl" or “sdbi'... If the system you want to save is MS windows, normally
C: is hdal (for PATA] or sdal (for PATA, SATA or SCEI), and D: could be hdaz (or sdaZ), hdaS (or
sdag). ..

S 53.5G_vfat IMATGES(In_WBOX HARDDI 1 _WBO¥_HARDDISK WEB3hd1 5-0cd45abes
sdbl 15.3G_ext4(In_VBOX_HARDDISK_) _WBOX_HARDDISK _YE9et0dacO-ef341035

<0k <Cancelx

10. Ara hem d’indicar quina carpeta dins de la partici6é farem servir. Utilitzarem 1’arrel, que ve
seleccionada per defecte, premem la tecla Tab fins que quedi seleccionat el boté "<Done>" i
premem Enter.

-lIllIllIIllIIllIIIlIllHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIFIIIIIIIIIIIIIIIIIIIIIIII

| Directory Browser for Clonezilla image repository |
Hhich directory is for the Clonezilla image repositry? (If there is a space in the directory
name, it will _NOT_ be shown)

Hhen the "Current selected dir name" is what you want, use "Tabh" key to choose “Done"

AANOTES Y You should not choose the directory tagged with CZ_IMG. They are just for you to know
the images list in the current dir.

Fath on the resource: sdev/sdaz[/]

Current selected dir name: “'/"

<ABORT> Exit_directory_ browsing

<Browsex

11. A continuacié apareixera un missatge indicant que s’ha muntat la particié a /home/partimag.
Premem Enter.

Running: mount 0 1t _bind_root shome
The file C

12. Ara seleccionem el mode "Expert".
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| Clonezilla - Opensource Clone System (OCS) |

Choose the mode to run the following wizard about advanced parameters:

<0k <Cancelx

13. Aqui seleccionem "savedisk", per a crear una imatge del disc sencer.

| Clonezilla - Opensource Clone Sustem (0OCS): Select mode |
#C1lonezilla is free (GPL) software, and comes with ABSOLUTELY WO WARRAMTY:
This software will overwrite the data on your hard drive when restoring! It is recommended fo
bhackup important files before restoring |sook

fAAHINt D From now on, if multiple choices are awvailable, you have to press space key to mark
your selection. An asterisk () will be shown when the selection is doness”

=aw e_local dis an_image
saveparts Save_local_partitions_as_an_image
exit Exit. Enter command line prompt
<0k <Cancelx

14. A la segiient finestra introduim el nom de la imatge, hauria de ser un nom descriptiu, com
per exemple el model de I’ordinador i la data actual.

Clonezilla - Opensource Clone Sustem (OCS) | Mode: savedisk
Input a name for the saved image to use

<Cancel:

15. A continuaci6 seleccionem quin dispositiu volem copiar, en aquest cas només hi ha un sol
disc dur.

| Clonezilla - Opensource Clone System (0OCS) | Mode: savedisk |
Choose local disk as source.

The disk name is the device name in GHULinux. The first disk in the sustem is "hda' or "sda',
the 2nd disk is "hdb' or "sdb'... Press space key to mark Jour selection. An asterisk ) will
bhe shown when the selection is done

[*] =db 17.2GB_WBO¥ WBOH 60dac0-ef 941035

<0k <Cancelx>
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16. Ara seleccionem totes les opcions per defecte:

—
| Clonezilla advanced extra parameters | Mode: savedisk |

Which clone program(s) and what priority do you prefer? Program priority means that if the file
system is not supported by the first program, the next program will be used. E.g. If you choose
"Priority: ntfsclone > partimage > dd', then if the file system is x=fs, Clonezilla will try to
use ntfsclone first, and of course, xfs is not supported by ntfsclone, so Clonezilla will try to
use partimage with dd being the last program to try if that does not work.

The default settings are optimized. If you have no idea, keep the default walue and do NOT
change anything and continue.

g7 Priority: partclone > partimage > dd
-0l Priority: Only dd (supports all filesystem, but inefficient)
- Priority: ntfsclone > partimage > dd
Priority: partimage > dd (no ntfsclone)

<0k> <Cancel>

| Clonezilla advanced extra parameters | Mode: savedisk |

Set advanced parameters (multiple choices available). If you have no idea, keep the default
values and do NOT change anything. Just press Enter. (Press space key to mark your selection. An
asterisk () will be shown when the selection is done):

one only)

<0k> <Cancel>

| Clonezilla advanced extra parameters | Mode: savedisk |
Choose the compression option. If you have no idea keep the default walue and do NOT change
anything.

gzip compression (fast with a smaller image)
-z2 bzip?2 compression (slowest but smallest image)
-z3 lzo compression (faster with image size approx. to that of gzip)
-z4 lzma_compression_(slowest_but_also_small_image, _faster_decompression_than_bzip2)
-z5 xz_compression_(slowest_but_also_small_image, _faster_decompression_than_bzipz)
-z6 lzip_compression_{slowest_but_also_small_image, faster_decompression_than_bzipz)
-z7 lrzip_compression_(Testing._Slow_but_also_small_image)
-z0 Mo compression (fastest but largest image size)

<0k <Cancelx

10/17



—

| Clonezilla advanced extra parameters | Mode: savedisk |
The size in MB to split the partition image file into multiple wolumes files. Please input the
number larger than 10. If you do not want to split the image file, enter a hig number, e.g.
"1000000", Please do not use "0 anuymore, because if your GHUALinux distribution use new
sshinsinit from upstart, it will be confused with the "0". //NOTE/s For the FAT3Z image
repository, the number should not be larger than 4096.

<0k <Cancelx

| Clonezilla advanced extra parameters | Mode: savedisk |

Choose if you want to check and repair the file system hefore saving it. This option is only for
certain file systems which are well supported by fsck on GNUSLinux, like ext2/374, reiserfs,
<fs, ifs, wfat. Mot for NTFS, HFS+...

sfsck Skip checking/repairing source file tem
-fsck Interactively check and repair source file system before sawving
-fsck-y Auto (Caution!) check and repair source file suystem before sawving

<0k» <Cancelx

17. Aqui seleccionem 1’opci6 -scs, per a evitar que Clonezilla comprovi la integritat de la
imatge creada, ja que el procés s’allarga molt.

IIIIIIIIIIIIIIIIIIIIIqIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIFIIIIIIIIIIIIIIIIIIIIII

| Clonezilla advanced extra parameters | Mode: savedisk |
After the image 1s saved, do you want to check if the image is restorable? ///NOTE/// This
action will only check the image is restorable, and it will not write any data to the harddrive.

<0k> <Cancel>

18. A la segiient pantalla seleccionem -senc, ja que no es necessari encriptar la imatge.

11/17




—

| Clonezilla advanced extra parameters | Mode: savedisk |
Do you want to encrypt the image?

If yes, eCryptfs program will be used to encrypt the image. It uses industry-standard
cryptographic ciphers, key generation, and passphrase protection mechanisms. HWithout your
szaltspassphrase or private key, nobody will be able to retrieve your data.

AANOTES Y You have to remember the passphrase, otherwise the image will _MOT_ hbe usable in the
future.

-senc Mot to encrupt the image
-enc  Encrypt the image

<0k <Cancelx

19. Seleccionem poweroff, per tal que s’apagui I’ordinador en acabar de fer la imatge.

| Mode: savedisk
The action to perform when everything is finished:

-p choose Choose rebootsshutdownsetc when everything is finished

-p rehboot Reboot
noweroft  Shutdown

<Cancel:

20. Clonezilla ens mostra una comanda que podem executar directament per evitar fer servir la
interficie de text, premem Enter.

"Enter' to continue... _

21. I per ultim, Clonezilla ens mostra el que fara, i ens pregunta si estem segurs que es el que
volem, li diem que si prement la Y i Enter.

017-01-
~e you sure you want to contin

22. Durant la clonaci6, s’ens mostrara la segiient finestra, que ens indica el progrés:
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Partclone
FPartclone w0.2.89 http://partclone.org

Starting to clone device (sdevssdbl) to image (-)
Reading Super Block

Calculating hitmap... Flease wait... done!

File system: EHXTFS

Device size: 16.4 GE = 4010752 Blocks

Space in use: 2.0 GB = 483257 Blocks

Free Space: 14.4 GB = 3527495 Blocks

Block size: 4096 Byte

Elapsed: 00:00:04 Remaining: 00:00:44  Rate: 2.43GB/min
Current Block: 70543 Total Block: 4010752

Data Block Process:

Total Block Process:
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Restaurar la imatge des del memoria USB

1. Segueix els passos del punt anterior (Crear i guardar la imatge al memoria USB) fin arribar a

la segiient pantalla:

#Clonezilla is free (GPL) software, and comes
This software will overwrite the data on your
backup important files hefore restoring Dbk

AAAHInt D From now on, if multiple choices are
your selection. An asterisk () will be shouwn

—
(ocs)

| Clonezilla - Opensource Clone System

: Select mode |
with ABSOLUTELY MO WARRAMTY#
hard drive when restoring! It is recommended to

availabhle, you have to press space key to mark
when the selection is donesss

Save_local_disk_as_an_image
Save_local_partitions_as_an_image
Restore_an_image to_local disk
Restore_an_image_to_local_partitions
Restore_an_image_to_multiple_local_disks
Create_recovery_Clonezilla_live
Check_the_image_restorable_or_not
Convert_image_compression_format_as_another_image
Encrypt_an_existing_unencrypted_image
Decrypt_an_existing_encrypted_image
Exit. Enter command line prompt

savedisk
saveparts

restoredisk

restoreparts
1-2-mdisks
recovery-iso-zip
chk-img-restorahble
cut-img-compression
encrypt-img
decrypt-img

exit

<0k>

<Cancelx

2. Ala segiient pantalla podrem veure un llistat amb totes les imatges que Clonezilla ha trobat
al repositori que 1’hi hem indicat, seleccionem la imatge corresponent i premem Enter.

| Mode: restoredisk

Clonezilla - Opensource Clone Sustem (OCS)
Choose the image file to restore:

sodb_17. 2GB

<Cancelx

3. Ara hem de seleccionar el dispositiu que volem restaurar.

| Clonezilla - Opensource Clone System (OCS) | Mode: restoredisk |
Choose the target diskis) to be overwritten (ALL DATA OM THE EWTIRE DISK WILL BE LOST AND
REPLACED! !}

The disk name is the device name in GHUALinux. The first disk in the system is "hda'" or "sda',
the 2nd disk is "hdb" or "sdb'... Press space key to mark your selection. An asterisk () will
bhe shown when the selection is done

sdb 17.2GE_Y

<0k> <Cancel>
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4. A continuacio, deixem les opcions per defecte i premem Enter.

e R e e e = acdvanced extra parameters | Mode: restoredisk |

Set advanced parameters (multiple choices available). If uou have no idea, keep the default
values and do NOT change anything. Just press Enter. (Press space key to mark your selection. An
asterisk () will be shown when the selection is donel

-h 1)
-hnl PC

~tition table

or partition table diffe

um ftor files in dewice after restoring
to turn on HD DMA

<0k> <Cancel>

5. Seleccionem la opci6 "Use the partition table from the image" i premem Enter.

—

| Clonezilla advanced extra parameters | Mode: restoredisk |
set advanced parameters. If you have no idea, keep the default values and do NOT change
anything. Just press Enter. Choose the mode to create the partition table on the target disk:
Sk TTENTION#ekek( 1) TO CREATE A MEW PARTITION TABLE OM THE TARGET DISK. ALL THE DATA OM THE
TARGET DEWICE WILL BE ERASED!!! (2} Clonezilla will not restore an image from a large disk
tpartition) to a smaller disk (partition). Howewer, it can restore an image from a small disk
tpartition) to a larger disk (partition). (3) If you do NOT want Clonezilla to create a

Use the partition table from the image
-k Do NOT create a partition table on the target disk
-k1 Create partition table proportionally
-k2 Enter command line prompt to create partition manually later
-jo Use dd to create partition (NOT OK if logical drives exist)
exit ExXit

<0k <Cancelx
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6. Aqui seleccionem "-scr", ja que el procés s’allarga molt si comprovem la integritat de la
imatge.

IIIIIIIIIIIIIIIIIIIIqIIIlIIlIIIlIIIlIIlIIIlIIIlIIlIIIlIIlIIIlIIIlIIlIIIlIIlIIIlIIIlIIlIIIIIIIIFIIIIIIIIIIIIIIIIIIII

| Clonezilla advanced extra parameters | Mode: restoredisk |
Before restoring the image, do uou want to check if the image is restorahle or not? A/ NOTESS S
This action will only check the image is restorable or not, and it will not write any data to
the harddrive.

Yes, check the image before restoring
. skip checking the image before restoring

<0k <Cancelx

7. Ara seleccionem "poweroff".

| Mode: restoredisk
The action to perform when everything is finished:

-p choose Choose rebootsshutdownsetc when everuything is finished
reboot Reboot
ff  Shutdown

<Cancelx>

8. Clonezilla ens mostra una comanda per evitar la interficie de text si volem fer el mateix
procés un altre cop.

"Enter' to continue. ..

9. Per ultim, Clonezilla ens mostra el que fara, i ens preguntara si estem segurs de que volem
fer aixo (2 cops, ja que la restauracié destruira les dades que es trobin actualment al disc
dur).

HING! ! HARMIMG!!! WARMIMG!!!
MG DATA IM THIS HARDDISK/PARTITIOR HILL BE OVERWRITTEM! ALL EXISTING DATA HWILL

1Bo

i_ -EII:I _l

4(In
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10. Durant el procés de restauracid, s’ens mostrara la segiient finestra, que indica el progrés:

Fartclone
Fartclone w0.2.89 http://partclone.org

Starting to restore image (-) to device (sdewssdbil)
Calculating bitmap... Flease wait... done!

File system: EXTFS

Device size: 16.4 GE = 4010752 Blocks

Space in use: 2.0 GB = 483257 Blocks

Free Space: 14.4 GB = 3527495 Blocks

Block size: 4096 Byte

Elapsed: 00:00:10 Remaining: 00:00:15  Rate: 4. 66GE/min
Current Block: 273933 Total Block: 4010752

Data Block Process:

Total Block Process:

17/17




